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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT OVERALL CONCLUSION 

 

The Council has robust operational arrangements for ICT Disaster Recovery. The 

key findings of the review are: 

Recovery time objectives should be specified more precisely and consistently 

in the Strategic Business Continuity Plan, Departmental Business Continuity 

plans and in the ICT DR plan 

A programme of periodic testing which will ensure that all aspects of the DR 

arrangements are covered is required. 

Some updates to the ICT DR plan and operational ICT risk assessment are 

required.  
 

RATIONALE AND SCOPE ACTION POINTS 

The review considered the extent to which the organisation has put into place 

arrangements which provide reasonable but not absolute assurance that the impact 

on the organisation of any major incident will be minimised. The scope of the review 

did not include providing assurance that the actual testing of hardware/software etc 

has been carried out effectively. 

Urgent Important Routine Operational 

0 3 1 0 
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      PRIORITY GRADINGS      

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should 
be taken. 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed The arrangements for ICT disaster 

planning are set out in an ICT&D 

Disaster Plan. The Plan identifies the 

procedures for invoking the DR 

arrangements for various scenarios 

ranging from partial to complete failure 

of the ICT infrastructure, however, a 

description of what constitutes a 

disaster (as opposed to a significant 

local incident), the arrangements for 

ICT DR testing, training and for 

standing down the plan and returning 

to business as usual are not detailed in 

the plan. 

A definition of what constitutes a 

disaster and arrangements for ICT 

DR testing, training and for 

standing down the plan and 

returning to business as usual be 

detailed in the ICT DR plan. 

2 Information covering this will be 

added to the plan which is 

scheduled for review in the first 

quarter of 2018. 

31/03/2018 Shared IT 

Manager 

3 Directed The Strategic Business Continuity Plan 

identifies ten services which require 

continuity of provision i.e. no 

disruption. The requirements for ICT 

recovery outlined in the SBCP are 

broadly in line with the ICT recovery 

plan, however, in both documents 

these are only described in broad 

terms. Furthermore the meaning of or 

reason for 'no disruption’ is not always 

clarified in departmental business 

Recovery time objectives be 

specified more precisely and 

consistently in the Strategic 

Business Continuity Plan, 

Departmental Business Continuity 

plans and in the ICT DR plan. The 

feasibility of achieving the required 

recovery timescales be 

demonstrated by ICT DR planned 

testing. 

2 The Strategic Business Continuity 

plan and the departmental business 

continuity plans will be reviewed 

and amended to provide more 

clarity as suggested.  

In relation to the recovery times, we 

can estimate the restore times 

based upon system sizing 

information and use this to update 

the plans. 

30/04/2018 Shared IT 

Manager 

Principal 

Performance 

& Intelligence 

Officer, 

Partnerships 

and 

Organisation

al 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

continuity plans.  Development 

4 Compliance The Disaster Recovery contract 

includes one pre-organised failover 

test to the ITPS datacentre per year, 

however, DR testing has not been 

undertaken to date during 2017.  

A programme of periodic testing be 

devised, approved and results and 

lessons learnt recorded.  

2 A programme of testing will be 

devised and added to the plan as it 

is reviewed. The test for financial 

year 2017 will be completed. 

Any lessons learnt will be fed into 

future revisions of the plans.  

31/03/2018 Shared IT 

Manager 

2 Directed There is an operational ICT risk 

analysis which treats a number of DR 

related issues, however, this needs 

updating and is not referenced within 

the DR plan. 

The ICT risk analysis be updated 

and reference be made to it within 

the ICT DR plan indicating how DR 

related risks are controlled and/or 

will be treated.     

3 The Risk Register will be updated.  31/03/2018 Shared IT 

Manager 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 

Comments 

No Operational Effectiveness Matters have been identified. 
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Detailed Findings 
 

INTRODUCTION 

1. This review was carried out in October and November 2017 as part of the planned internal audit work for 2017/18. Based on the work carried out an assessment of 

the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

BACKGROUND 

2. The Council relies heavily on the continued availability of its ICT network, applications and work stations. Should an incident occur, it is essential that appropriate 

plans are in place to minimise the impact of this on the organisation and facilitate an effective and efficient recovery from the incident. 

MATERIALITY 

3. South Lakeland District Council places significant reliance on its ICT systems for day to day operations and to fulfil its business development objectives. ICT DR 

arrangements are therefore an essential aspect of the organisation’s governance and business continuity arrangements. 

KEY FINDINGS & ACTION POINTS 

4. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 

Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

SCOPE AND LIMITATIONS OF THE REVIEW 

5. The review considered the extent to which the organisation has put into place arrangements which provide reasonable but not absolute assurance that the impact 

on the organisation of any major incident will be minimised. The scope of the review did not include providing assurance that the actual testing of 

hardware/software etc has been carried out effectively. 

6. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 

DISCLAIMER 

7. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 

and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the 

report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this 

report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 
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RISK AREA ASSURANCE ASSESSMENTS 

8. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance 
The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are 

managed and process objectives achieved.  

Limited Assurance 
The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 

managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

AUDIT CONTACTS 

9. For any queries or to discuss the content of this report, please contact either of the following: 

Lead Auditor: Peter Simpson 

peter.simpson@tiaa.co.uk  

07580 700415 

 

Head of Internal Audit: Peter Harrison 

peter.harrison@tiaa.co.uk 

07970 376542 

 

mailto:peter.simpson@tiaa.co.uk
mailto:peter.harrison@tiaa.co.uk
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AUDIT REPORT DISTRIBUTION 

10. We would like to thank staff for their co-operation and assistance during the course of our work. 

For Action: Simon McVey, Assistant Director Performance and Innovation 

Ben Wright, IT Services Manager 

For Information: Shelagh McGregor, Assistant Director Resources (Section 151 Officer) 

Helen Smith, Financial Services Manager 

RELEASE OF REPORT 

11. The table below sets out the history of this report. 

Date draft report issued: 6
th 

November 2017 

Date management responses rec’d: 20
th

 November 2017 

Date final report issued: 21
st
 November 2017 

 

 

 

 

 


